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Abstract

A major challenge offransactional memorymplementations is
dealing with memory accesses that occur outside of traiesact

In previous work we showed how to specify transactional nigmo
in terms of admissible interchanges of transaction opmratiand
gave proof rules for showing that an implementation satistie
specification. However, we did not capture non-transaatiorem-

ory accesses. In this work we show how to extend our previous
model to handle non-transactional accesses. We apply oof pr
rules using aPvs-based theorem prover and produce a machine
checkable, deductive proof for the correctness of implaatams

of transactional memory systems that handle non-tramssaiti
memory accesses.

Keywords Verification, Transactional Memory, Non-Transactional
Accesses

1. Introduction

Transactional Memory (4) is a simple solution for coordingtand
synchronizing concurrent threads that access the same iméono
cations. It transfers the burden of concurrency manageifnemi
the programmers to the system designers and enables a safe co
position of scalable applications. Multicore, which regsi con-
current programs in order to gain a full advantage of the iplelt
number of processors, has become the mainstream architéotu
microprocessor chips and thus many new transactional meimer
plementations have been proposed recently (see (8) forcatient
survey).

A transactional memory (TM) receives requests from clients
and issues responses. The requests are usually paraoisaction
that is a sequence of operations starting with a requesp&n
a transaction, followed by a sequence of read/write requésit
lowed by a request toommit(or abort). The TM responds to re-
quests. When a transaction requests a successful “conathigf
its effects are stored in the memory. If a transaction is teloofby
either issuing an abort request or when TM detects that itilsho
be aborted) all of its effects are removed. Thus, a trarmadsi a
sequence aditomicoperations, either all complete successfully and
all its write operations update the memory, or none comgplatel
its write operations do not alter the memory. In additiormoait-
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ted transaction should be serializable — the sequence chtimes
belonging to successful transactions should be such tleanibe
reordered (preserving the order of operations in each dcios)

so that the operation of each transaction appear consegatin

a “read” from any memory location returns the value of the las
“write” to that memory location.

Scott (12) wrote a widely-cited paper that was the first tacha
acterize transactional memory in a way that captured arifieth
the many semantic distinctions among the most popular imgte
tations of TMs. His approach was to begin with classicaloratiof
transactional histories and sequential specificationd,tarintro-
duce two important notions. The first iscanflict functionwhich
specifies when two overlapping (concurrent) transacticarsot
both succeed (a safety condition). The second isaidnitration
functionwhich specifies which of two transactions must fail (a live-
ness condition). Scott's work went a long way towards cleation
of the semantics of TMs, but did not facilitate mechanicalfiea-
tion of implementations.

In (2) we took a first step towards modeling TMs so to allow
for mechanical verification of their implementations. Weasated
each conflict with its seadmissibleinterchanges — a set of rules
specifying when a pair of consecutive operations in a sezpieh
transactional operations can be safely swapped withawaidating
or removing the conflict. All the conflicts described in (12nc
be cast as admissible sets. (Note, however, that here wiéctrest
to rules that depend only on the history leading to the swag, a
cannot express Scotteixed invalidatiorconflict.) We then define
a specification of a TM to be a fair transition systems whose
input is a stream of transactional requests and whose oig@ut
serializable sequence of the input requests and theirmespoThe
fairness conditions guarantee that each transaction istuaiéy
closed (committed or aborted) and, if committed, appearhén
output.

To show that implementations (of TMs) satisfy their speaific
tions, (2) introduces two proof rules. One that assumes imgp
between the states of the concrete (implementation) arabsteact
(specification) system that has to be preserved with eaplo§tae
concrete system, and a more general rule that allows expgese
connection between the concrete and abstract states bgtemel
rather than a function (mapping). The more general rulealsars
the abstract system to perform several steps for each derstap.
We also described how some well known TM implementations can
be formally shown to satisfy their specifications (with thppeo-
priate admissible sets). For sanity check, we automayiealiified
some small instantiations of each of those implementatiitis
model checkerLc (7). However, sincaLc cannot deal with rela-
tions between concrete and abstract states, we had to ufiesthe
proof rule mentioned above, and to (manually) identify, éach
concrete step, an abstract “meta step” that consists of zeseq
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of abstract steps as well as add some auxiliary variabldgetodn-
crete system to define the mapping.

As mentioned above, accesses to the memory are not necessar-
ily all transactional. For various reasons (e.g., legaajeganem-
ory accesses can be alson-transactionglwhich neither (12) nor
(2) dealt with. Unlike transactional accesses, non-tretitszal ac-
cesses cannot be aborted. The atomicity and serializatslifuire-
ments remain intact, where non-transaction operationseasteas a
single operation, successfully committed, transaction.

We make here a strong assumption, under which the transac-
tional memory is aware of non-transactional accesses, @s &®
they occur. While the TM cannot abort such accesses, it may us
them in order to abort transactions that are under its cbritris
only with such or similar assumption that total consisteacygo-
herence can be maintained.

In this paper we extend our previous work as follows:

e We extend the TM model to handle non-transactional memory
accesses;

e We formalize the notion of admissible interchanges usingte
poral logic;

e do — A non-emptyobservation domairwhich is used for
observing the external behavior of the states.

e O — An observation functioinA mapping fromX to do.

e © — Aninitial condition: A predicate characterizing the initial
states.

e p(s,s’) — A transition relation A bi-predicate relating the
states to states’ — a D-successor of. We assume that every
state has @-successor.

e F — A non-emptyfairness domaimwhich is used for parame-
terizing the justice and compassion fairness requirements

e 7 — A mapping fromF to predicates. For eacfi € F,
J(f) is ajustice (weak fairnesgrequirement (predicate). For
eachf € F, a computation must include infinitely many states
satisfying7 (f).

e C — A mapping fromF to pairs of predicates, calleda@m-
passion (strong fairnessequirement. For eaclf € F, let
C(f) = {(p, q) be the compassion requirement corresponding to
f. Itis required that if a computation contains infinitely ngan
p-states, then it should also contain infinitely mapgtates.

e We present a proof rule to verify that a concrete system imple A run of anopFsD is an infinite sequence of states so, s1, .. .
ments an abstract one, where the correspondence between corsatisfying the requirements:

crete and abstract states is a relation and the mapping &etwe
computations is modulo stuttering (of either system);

e We present a mechanical verification of the proof rule using
TLPVS (11), a system that embeds temporal logic and its de-
ductive frame-work within the theorem proveys (10);

e We present mechanical proofs that some TM implementations
satisfy their specifications (given an admissible intengje
usingTLPVS.

Using TLPVS entailed some modification to the formal model.
We opted not to handle compassion (strong fairness) hece &in
is not used in any of the systems we studied.

To the best of our knowledge, the work presented here is tte fir
to employ a theorem prover for verifying correctness of $eam
tional memories and the first to formally verify an implengitn
that handles non-transactional memory accesses.

The rest of the paper is organized as follows: Section 2 ptese
the formal model of observable parameterized fair systeand,
in Section 3 we provide preliminary definitions related @nsac-
tional memory, and defines the concept of admissible ingargés.
Section 4 provides a specification model of a transactiorahary.
Section 5 discusses a proof rule for verifying implementati Sec-
tion 6 presents a simple implementation of transactionahorg
that handles non-transactional memory accesses. Sectbaws
how to apply deductive verification using.pvs to verify this im-
plementation. Section 8 provides some conclusions and omdn
lems.

e Initiality — so is initial, i.e.,so = ©.

e Consecution— For eacl¥ = 0,1, .. ., the states,;; is anD-
successor of,. That isp(se, se+1) = T.

A computationof D is a run that satisfies

e Justice— for every f € F, o contains infinitely many occur-
rences of7 (f)-states.

e Compassion- for everyf € F such thaiC(f) = (p,q) € C,
eithero contains only finitely many occurrencesjgsbtates, or
o contains infinitely many occurrences @ttates.

The differences between tif®s model and the one afrsis due

to the need to embad L and its proof theory withivs. This rep-
resentation allows the verification of parameterized systeshere

the size of the system is kept symbolic. The change framsto
theoprFsmodel was caused by the need to verify a refinement rela-
tion between a concrete and an abstract system and comeare th
observables.

3. Transactional Sequences and Interchanges

The first subsection presents an extension of the (2) model so
to support non-transactional memory accesses and semeie
action to a request and a response. The second subsectinaesdefi
the interchange sets using past temporal logic formulae.

3.1 Transactional Sequences

Assumen clientsthat direct requests toraemory systepdenoted

2. Observable Parameterized Fair Systems

by memory For every clientp, let the set ofnon-transactional

invocations by clienp consists of:

As a computational model we usdservable parameterized fair
systemgoPF9. This extends the modphrameterized fair systems
(PF9 (11) with anobservation domainPFsis a variation ofFDS
which inturnis a slight variation of the modlir transition system
(9). Underoprs a systenD : (X, do, 0,0, p, F, J,) consists of
the following components:

e X — A non-empty set ofystem statesTypically, a state is
structured as a record whose fields are typgstem variables
V. For a states and a variable) € V, s[v] denotes the value
assigned tw by states.

¢ LR (x) — A non-transactional request to read from address
xzeN.

o JW" (y,v) — A non-transactional request to write value N
to addresg € N.

Let the set otransactional invocations by clieptconsists of:

¢ . 4, — An open transaction request.
¢ R} (x) — A transactional read request from address N.
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e W} (y,v) — Atransactional request to write the value N to
addresg € N.

* .», — A commit transaction request.
¢ ¥, — An abort transaction request.

The memory provides a response for each invocation. Erceneo
invocations (e.g., a €, While clientp has a pending transaction)
are responded by the memory returning an error #iag Non-
erroneous invocations, except fidk’ and.R™* are responded by
the memory returning an acknowledgmentt. Finally, for non-
erroneous R}, (z) and(R}*(z) the memory returns the (natural)
value of the memory at location. Let p,, denote the set of re-

sponses to client. We assume that invocations and responses oc-

cur atomically and consecutively, i.e., there are no otlperation
that interleave an invocation and its response.

LetE}": {R}*(x,u), W (x,v)} be the set ofion-transactional
observable event&! : {«,, R (z,u), Wi (z,v), »p, W} be the
set oftransactional observable everamd £, = E™ U EY, i.e.
all events associated with cliept We consider as observable
events only requests that are accepted, and abbreviateathe p
(invocation non-err responsgby omitting the.-prefix of the in-
vocation. ThusW:(z,v) abbreviates W}, (x,v), ack,. For read
actions, we include the value read, that #%,(z, ) abbreviates
tR*(z), pR(u). When the value written/read has no relevance, we
write the above a$V/ (z) and R} (z). When both values and ad-
dresses are of no importance, we omit the addresses, thaisiabt
W} and R}, (symmetric abbreviations and shortcuts are used for
the non-transactional observable events). The outputabf aetion
is its relevant observable event when the invocation is [zece
and undefined otherwise. L&t be the set of all observable events
over all clients, i.e.F = J;_, E, (similarly defineE™* and E*
to be the set of all non-transactional and the set of all tretienal
observable events, respectively).

Let o: eg,e1,...,er be a finite sequence of observahie
events. We say that the sequersc@ver E? is ¢'s transactional
sequencewhere & is obtained fromo by replacing eachr)*
and W, by <, R, », and 4, W} »,, respectively. That is,
each non-transactional event ®fis transformed into a singleton
committed transaction ifi. The sequence is called avell-formed
transactional sequenad@'S for short) if the following all hold:

1. For every client, let 5|, be the sequence obtained by pro-
jectings onto E,. Theng |, satisfies the regular expressidy,
whereT), is the regular expression, (R, +W2)*(», + Wy).
For each occurrence @, in |,, we refer to its first and last el-
ements amatching The notion of matching is lifted té itself,
where«,, and», (or®¥,) are matching if they are matching in
&lp;

2. The sequencé is locally read-write consistenfor any subse-
quence of of the formW}. (z, v) n R} (x, u), wheren contains
no event of the forms,, w,,, or W/ (z, u), we haveu = v.

We denote byT the set of all well-formed transactional se-
quences, and by arglef(7") the sets7’s prefixes. Note that the
requirement of local read-write consistency can be entbiog
each client locally. To build on this observation, we assuha,
within a single transaction, there is },(x) following a W (z),
and there are no two reads or two writes to the same addretis. Wi
these assumptions, the requirement of local read-writsistamcy
is always (vacuously) satisfied.

A TS o is calledatomicif:

1. 6 satisfies the regular expressi@f, + --- + T,)*. That is,
there is no overlap between any two transactions;

2. 6 is globally read-write consistentnamely, for any subse-
quenceW, (z, v)nR. (x,u) in &, wherer containse,, which
is not preceded by,,, and contains no evelt’/(z) followed
by an evenw, it is the case that = v.

3.2 Characterizations of Transactional Memory

Transactional memory implementations are classified wsimgm-
ber of parameters. Some of the variations may not be appliethw
the transactional memory supports non-transactional mewo
cesses.

An implementation has aeager version managemeiftit up-
dates the memory immediately when a transactional writerscc
It has alazy version managemeiftit differs the update until the
transaction commits. Under lazy version management regson
to transactional read operations must be re-validated apmym-
mit invocation, and aborts require no further ado. Undeeeagr-
sion management aborts may require rolling-back the merwory
hold its old values. This implies that such implementaticas not
handle non-transactional operations, since a non-tréinsatread
may obtain a value which was written by a transaction thadtisr|
aborted, thus the value is not valid since the transactiorever
committed.

A conflict occurs when two overlapping transactions (each be-
gins before the other ends), or a non-transactional operatid an
overlapping transaction, access the same location andstdee
writes to it. For the latter, it is always the transactiont ieaborted.
An implementation has agager conflict detectioifiit detects con-
flicts as soon as they occur, and it hasay conflict detectioif it
delays the detection until a transaction requests to conwitien
the conflict occurs between two transactions, eager couiiitetc-
tion helps to avoid worthless work by a transaction that enéw-
ally aborted. Yet, deciding to keep one transaction (anéuse the
other to abort) does not guarantee that the “surviving”saation
can commit since it may conflict with a third transaction. €an
quently, lazy conflict detection may allow doomed transangito
perform worthless work.

3.3

The notion of a correct implementation is that every TS can be
transformed into an atomic TS by a sequence of interchanges
which swap two consecutive events. This definition is parame
terized by the se#l of admissible interchangeshich may be used

in the process of serialization. Rather than attempt toadtar-

ize A, we choose to characterize its compleméntthe set of
forbidden interchangesThe definition here differs from the one in
(2) in two aspects: There, in order to charactetizewe allowed
arbitrary predicates over the TS, here, we restrict to teaipogic
formulae. Also, while (2) allowed swaps that depend on fitur
events, here we restrict to swaps whose soundness depdpdson
the history leading to them. This restriction simplifies tleeifica-

tion process, and is the one used in all TM systems we are aware
of. Note that it does not allow to express (12)'s mixed irdation
conflict.

In all our discussions, we assuragict serializabilitythat im-
plies that while serializing a TS, the order of committechssac-
tions has to be preserved.

Consider a temporal logic ovet using the past operato(s)
(previously),& (sometimes in the past), anfl (since). Leto be
a prefix of a well-formed TS oveE" (i.e.,c = &). We define a
satisfiability relation= betweens and a temporal logic formula
¢ so thate |= ¢ if at the end ofo, ¢ holds. (The more standard
notationis(o, || —1) = ¢, but since we always interpret formulae
at the end of sequences we chose the simplified notation.)

Some of the restrictions we placenare structural. For exam-
ple, the formula; A O »;, i # j. forbids the interchange of clo-

Interchanging Events
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sures of transactions belonging to different clients. Thigrantees
the strictness of the serializability process. Similatg restriction

u; A O v, Whereu;,v; € E;, forbids the interchanges of two
events belonging to the same client. Other formulas mayagiee
the absence of certain conflicts. For example, following (a2azy
invalidation conflict occurs when committing one transaction may
invalidate a read of another. Formally, if for some, andz, where

i 7 g

olE=r; A QRi(x) A (= ;)8 W) @
the last two events i cannot be interchanged. This formula
guards against the occurrence of a lazy invalidation canifijc
guaranteeing that any such occurrence cannot be seriaizayg
because the pattem; --- R;(z)--- »; cannot be eliminated by
any interchange. Similarly, we express conflicts by TL folmeu
that determine, for any prefix of a TS (that includes oFlyevents)
whether the two last events in the sequence can be safely inte
changed without removing the conflict. For a confticthe formula
that forbids interchanges that may remove instances o€tmglict
is calledthe maintaining formula foe and is denoted by:... Thus,
Formula 1 is the maintaining formula for the conflict of lazyal-
idation. We next provide a formulae for each of the other éctsfl
defined by (12) but for mixed invalidation that requires fetop-
erators.

1. Anoverlapconflict occurs if for some transactiofi$ and 73,
we haveq; < »; and«; < »;. The corresponding maintaining
formulam, is

Pj/\@‘i

2. Awriter overlapconflict occurs if two transactions overlap and
one performs a write before the other terminates, i.e.,dores
T; and T}, we haved; < W; <p;or W; < «4;<p»;. The
corresponding maintaining formula.,, is

(GAOW:) V(i NOW))

3. An eager W-Reconflict occurs if for some transactiods and
T; a lazy invalidation conflict occurs, or if for some memory
addresse, we haveW;(x) < R;(x) < »;. The corresponding
maintaining formulan.., is

my; V (Rj (CC) A @ Wl(x))

4. A n eager invalidationconflict occurs if for some transactions
T; andT; an eager W-R conflict occurs, or if for some memory
addresse, we haveR;(x) < W;(z) < »;. The corresponding
maintaining formulan.; is

Mewr \ (Wj (:C) A @ Rl(m))
Vo (i AOW() A (=) S Ri(x))))

Let 7 be a set of forbidden formulae characterizing all the
forbidden interchanges, and lgt denote the set of interchanges
which do not satisfy any of the formulas if. Assume that =
ao, . ..,ax. Let o’ be obtained fromr by interchanging two ele-
ments, say;—1 anda;. We then say that’ is 1-derivable from
o withrespecttad if (ao,...,a:;) = A F. Similarly, we say
that o’ is derivable fromo with respect taA if there existc =
00y ,00 o’ such that for every < /, ;11 is 1-derivable
from o; with respect tQA.

A TS is serializable with respect tal if there exists an atomic
TS that is derivable from it with respect td. The sequencé is
called thepurified versionof TS ¢ if & is obtained by removing

events. When we specify the correctness of a transactiosralary
implementation, only the purified versions of the implenagion’s
transaction sequences will have to be serializable.

4. Specification and Implementation

Let A be a set of admissible interchanges which we fix for the re-
mainder of this section. We next descriBpec, — a specification
of transactional memory that generates all sequences vdoose
sponding TSs are serializable with respect4oThe description
here is somewhat informal, and we refer the reader to (2) for-a
mal description of similar (and simpler) specifications.

Speg, is a process that is described as a fair transition system.
In every step, it outputs an element i, = E U {L}. The
sequence of outputs it generates, onceltredements are projected
away, is the set off'Ss that are admissible with respect th
Speg, maintains a queue-like structue@ to which elements are
appended, interchanged, deleted, and removed. The seqoénc
elements removed from this queue-like structure definesamia
TS that can be obtained by serialization $fpec,’s output with
respect taA. Speg, uses the following data structures:

e specmem N — N — A persistent memory. Initially, for all
i € N, specmentii] = 0;

e Q: listover E* U {mark,} initially empty;

e specout scalarin E
initially L;

e specdoomed array [1..n] of booleans— An array recording

which pending transactions are doomed to be aborted. lIpitia
impdoomedp] = F for everyp.

E U {1} — an output variable,

Fig. 1 summarized the steps taken®pec,. The first column
describes the value dfpecout with each step — it is assumed
that every step produces an output. The second column Hescri
the effects of the step on the other variables. The thirdroolu
describes the conditions under which the step can be takensg/
the following abbreviations in Fig. 1:

o A client p is pendingif specdoomedp] = T or if Q|, is not
empty and does not terminate wigh,;

e a clientp is markedif Q|, terminates withmark,; otherwise,
itis unmarked

e ap actiona is locally consistent withQ if Q|,, a is a prefix of
some locally consistent-transaction;

e atransaction isonsistent wittspecmem if everyR’ (z, v) in it
is either preceded by som&*(z, v), orv = specmeniz];

o theupdate ofspecmemby a (consistent) transactiagaspecmem
where for every locatiorr for which the transaction has no
Wt(x,v) actions specmem[z] = specmenjz], and for every
memory locatiorr such that the transaction has soWé(z, v)
actions specmeni[z] is the value written in the last such action
in the transaction;

e an A-valid transformation toQ is a sequence of interchanges
of consecutived entries that each is consistent widh To apply
the transformations, eachark, is treated as if it i9>,.

The role ofspecdoomedis to allow Speg, to be implemented

with various arbitration policies. It can, at will, schedw pend-

ing transaction to be aborted by settisgecdoomedp], by so
“dooming” p's pending transaction to be aborted. The variable

from & all aborted transactions, i.e., removing the opening and specdoomedp] is reset once the transaction is actually aborted

closing events for such a transaction and all the read-wrigats
by the same client that occurred between the opening anihglos

(when Speg, outputsw,). Note that actions of doomed transac-
tions are not recorded of.
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[ specout | other updates | conditions |
<, append«, to 9 p is not pending
R (z,v) appendr;, (z,v) to Q p is pending, unmarked argpecdoomedp] = F;
R(z,v) is locally consistent withQ
Rl (z,v) none p is pending, unmarked arspecdoomedp] = T
Wiz, v) appendW; (z,v) to O p is pending, unmarked arapecdoomedp] = F
Wi(z,v) none p is pending, unmarked argpecdoomedp] = T
¥, deletep’s pending transaction fror@; p is pending
setspecdoomedp] to F
>, updatespecmemby p's pending transaction| p has a consistent transaction at the fronfof
removep-pending transaction fror@ that ends withmark, (p is pending and marked)
R (z,v) | append4,, R} (z,v),»,t0Q p is not pending
W, (x,v) | appendd,, Wi(z,v),», 10 O p is not pending
1 setspecdoomedp] to T; p is pending andpecdoomedp] = F
delete all pending-events fromQ
1 apply aA-valid transformation t@ none
1 appendmark, to Q p is pending and unmarked
1 none none

Figure 1. Steps ofSpeg,

We assume a fairness requirement, namely, that for evagtcli
p =1,...,n, there are infinitely many states pec, whereQ]|,
is empty. This implies that every transaction eventualiyniaates
(commits or aborts). It also guarantees that the sequermetjoiits
is indeed serializable. Note that unlike the specificatieactibed
in (2) where progress can always be guaranteed by aborting-tr
actions, here, because of the non-transactional accebses,are
cases wher@ cannot be emptied.

A sequences over E is compatible wittSpec, if it can be
obtained by the sequence gfecout that Spec, outputs once all
the L's are removed. We then have:

CLAIM 1. For every sequence over E, o is compatible with
Speg, iff 6 is serializable with respect tal.

An implementation TM (read, commi) of a transactional
memory consists of a pair of functions

XN—-N
— {ack err}

read and

commit

pref(T'S) x [1..n
pref(T'S) x [1..n

For a prefixe of a TS,read(o, p, x) is the response (value) of
the memory to an accepted®,’(z)/c R}, (z) request immediately
following o, andcommifo, p) is the responseatk or err) of the
memory to a », request immediately following:.

A TS o is said to becompatiblewith the memoryTM if:

1. For every prefig Ry (z,u) or R} (x, u) of o, read(n, p, z) =
U.

2. For every prefixy»,, of o, commi{n, p) = ack.

An implementatiorTM: (read, commi} is acorrect implemen-
tation of a transactional memory with respect b if every TS
compatible withTM is also compatible wittspec, .

5. Verifying Implementation Correctness

We present a proof rule for verifying that an implementasatis-
fies the specificatio®pec The rule is adapted version of the rule
provided in (5), which was based on thbstraction mappingf
(2). It is similar to the second rule of (2) with the followirntiffer-
ences: The rule here cast in terms of a different formal fraonk

(the one used imLPVS), it captures general stuttering equivalence

as opposed of assuming stuttering only on the part of theifspec
cation, and we omitted dealing with compassion (strongésis)
here since we believe compassion is not used in the TM framkewo

To apply the underlying theory, we assume that both the imple
mentation and the specifications are representedr#ss. In the
current application, we prefer to adopt event-basediew of re-
active systems, by which the observed behavior of a systean is
(potentially infinite) set of events. Technically, this iligs that one
of the system variable® is designated as avutput variable The
observation function is then defined I§)(s) = s[O]. It is also
required that the observation domain always includes theva,
implying no observable event. In our case, the observationain
of the output variable i&, = FU {L}.

Let n: eo,e1,... be an infinite sequence df | -values. The
E | -sequencg is called astuttering variantof the sequence if it
can be obtained by removing or inserting finite strings offtiren
1,..., L at (potentially infinitely many) different positions withi
1.

Let o: so,s1,... be a computation 0bPFSD, that is, a se-
guence of states wherg satisfies the initial condition, each state
is a successor of the previous one, and for every justicel(fata
ness) requiremeng; has infinitely many states that satisfy the re-
quirement. Theobservationcorresponding te (i.e., O(o)) is the
E | sequenceg[0], s1]0], . .. obtained by listing the values of the
output variableO in each of the states. We denote ®pg D) the
set of all observations of syste

Let D, be aconcretesystem whose set of states3s,, set
of observations i€, , observation function i®_, initial condi-
tion is ©, transition relation i, and justice requirements are
Urer, J(f). Similarly, letD, be anabstractsystem whose set
of states, set of observations, observation functionjainitondi-
tion, transition relation, and justice requirementsdrg £,, O ,,

O ,,p4, aNdUsecr, J(f) respectively. (For simplicity, we assume
that neither system contains compassion requirementse) that
we assume that both systems share the same observationsidoma
E .. We say that syster®®, abstractssystemD,_, (equivalently
D, refinesD,), denotedD, T D, if, for every observation
n € ObgD,), there exists; € ObgD,, ), such that; is a stut-
tering variant ofy. In other words, modulo stutterin@bsD,. ) is
a subset oDbg D, ). We denote by andS the states oD, and
D, , respectively.
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R1. ©,(s) — 3S:R(s,S) N O,(S

R2. D, E LI(R(s,9) A pc( ,8') — 3" :R(s,5) A p,y(S,5)

R3. Dy E O®sS) — 0p(s) = 0,(5))

R4. D, E [OOSR, S) — Jf ( ), foreveryf € F,
D.ED

Figure 2. Rule ABS-REL.

Rule ABs-REL in Fig. 2 is a proof rule to establish that, T

D,. The method advocated by the rule assumes the identification

of an abstraction relationR(s, S) C X, x X,. If the relation
R(s,S) holds, we say that the abstract states an R-image of the
concrete state.

Premise R1 of the rule states that for every initial concsédite
s, it is possible to find an initial abstract stafe= © ,, such that
R(s,8)=T

Premise R2 states that for every pair of concrete statmsgs’,
such thats’ is a p_ -successor of, and an abstract statwhich
is a R-related tos, there exists an abstract statesuch thats’ is
R-related tos” and is also @ ,-successor of. Together, R1 and
R2 guarantee that, for every rup, s1, ... of D, there exists a run
So, S1,...,0fD,, suchthat for every > 0, S; is R-related tos;.
Premise R3 states that if abstract stéie R-related to the concrete

e impout scalarin E;, = E U {l} — an output variable
recording responses to clients, initially,

e impdoomed array [1..n] of booleans— An array record-
ing which transactions are doomed to be aborted. Initially
impdoomedp] = F for everyp.

TM receives requests from clients, to each it updates its #tate
cluding updating the output variabl®p out, and issues a response
to the requesting client. The responses are either a valNéfior a
LR" or L R™ requests), an errarrr (for .» requests that cannot be
performed), or an acknowledgmemntk for all other cases. Fig. 3
describes the actions @M, where for each request we describe
the new output value, the other updatesTid’s state, the condi-
tions under which the updates occur, and the response tdi¢né ¢

states, then the two states agree on the values of their observables that issues the request. For now, ignore the comments irjtiere

Together with the previous premises, we conclude that feryev
o arun of D, there exists a corresponding run®f, which has
the same observation as Premise R4 ensures that the abstract
justice requirements hold in any abstract state sequeni#igha
(point-wise) R-related to a concrete computation. Hefrg, is the
(linear time) temporal operator for “henceforth’)> the temporal
operator for “eventually”, thus, ] <> means “infinitely often.” It
follows that every sequence of abstract states whicR-ielated

to a concrete computatiom and is obtained by applications of
premises R1 and R2 is an abstract computation whose obssvab
match the observables of This leads to the following claim which
was proved usingLPVS (see Section 7):

CLAIM 2. If the premises of ruleaBs-REL are valid for some
choice ofR, thenD , is an abstraction oD, .

6. Example:Tcc with non-transactional accesses

We demonstrate our proof method by verifying a TM implementa
tion which is essentially cc (3) augmented with non-transactional
accesses. lts specifications is given3pec, where A is the ad-
missible set of events corresponding to the lazy invalihationflict
described in Subsection 3.3.

In the implementation, transactions execute speculgtinghe
clients’ caches. When a transaction commits, all pendiagstic-
tions that contain some read events from addresses writtenthe
committed transaction are “doomed.” Similarly, non-tetgonal
writes cause pending transactions that read from the satagda
to be “doomed.” A doomed transactions may execute new read an
write events in its cache, but it must eventually abort.

Here we present the implementation, and in Section 7 explain
how we can verify that it refines its specification using theopr
rule ABS-REL in TLPVS. We refer to the implementation . It
uses the following data structures:

e impmem N — N — A persistent memory. Initially, for all
i € N, impmenji] = 0;

e caches array[l..n] of listof E* — Caches of clients. For
eachp € [1..n], cache§p], initially empty, is a sequence over
E} that records the actions pfs pending transaction;

brackets under the “conditions” column. The last line repras the
idle step where no actions occurs and the outplit.is
Commentfor simplicity of exposition, we assume that clients only
issue reads for locations they had not written to in the pendi
transaction.

The specification of Section 4 specifies not only the behavior
of the Transactional Memory but also the combined behavior o
the memory when coupled with a typical clients module. A giene
clients moduleClientgn), may, at any step, invoke the next request
for clientp, p € [1..n], provided the sequence &f,-events issued
so far (including the current one) forms a prefix of a wellried
sequence. The justice requirement3ientgn) is that eventually,
every pending transaction issuesaik-ed . » or ancw,.

Combining module3M andClientgn) we obtain the complete
implementation, defined by:

Imp: TM ||| Clientgn)

where||| denote thesynchronousomposition operator defined
in (6). We interpret this composition in a way that combinegesal
of the actions of each of the modules into one.

The actions ofmp can be described similarly to the one given
by Fig. 3, where the first and last column are ignored, the itiond
in the brackets are added. The justice requiremen@liehtgn),
together with the observation that bothw and anack-ed . »
cause the cache of the issuing client to be emptied, imphytings
justice requirement is that for evegy = 1,...,n, cache§] is
empty infinitely many times.

The application of rul&Bs-REL requires the identification of a
relation R which holds between concrete and abstract states. In (2),
we used the relation defined by:

specout = impout A specmem= impmem
A specdoomed= imp.doomed
A A\,—, impdoomedp] — (QJ, = cachegp])

however, there the implementation did not support nonstaational

accesses. In Section 7 we provide the relation that waseappli
when proving the augmented implementation usingvs.
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[ Request [ impout | Other Updates | Conditions | Response |
Ldp < append«,, to cachegp] [cache$p| is empty] ack
LR () RY(z,v) appendR,,(z, v) to cachegp] v = impmenjx]; imp menix]
[cache$p] is empty]
(see comment)
WE(z,v) | Wi(z,v) | append¥,(z,v) to cache] cache$p] is not empty] | ack
Wy ¥, setcache$| to empty cachegp] is not empty] | ack
Ly >, setcacheg| to empty; mpdoomedp] = F; ack
for everyz andq # p such that| [cache$p] is not empty]
W/(z) € cache§p] and
R, (z) € cachefy]
setspecdoomedy] to T;
updateimp memby cache$p]
Ly L none impdoomedp] = T; err
[cachegp] is not empty]
LR} (x) R} (z,v) | none v = impmenjx]; imp menix]
[cache$p] is empty]
W (m,0) | Wi (x,v) | setimpmeniz] to v; [cache$p] is empty] ack
for everyq such that
R'(z) € cachefy]
setspecdoomedy] to T
none 1 none none none

Figure 3. The actions offM

7. Deductive Verification in TLPVS

In this section we describe how we usedPvs (11) to verify the
correctness of the implementation provided in Sectioml&vs
was developed to reduce the substantial manual effort nesdjud
complete deductive temporal proofs of reactive systenesnmheds
temporal logic and its deductive framework within the higlder
theorem proverpvs (10). It includes a set of theories defining
linear temporal logic (LTL), proof rules for proving souress
and response properties, and strategies which aid in ctnduc
the proofs. In particular, it has a special framework forifyarg
unbounded systems and theories. See (10) and (11) for tjiorou
discussions for proving withvsandTLPVS, respectively.

In (2) we described the verification of three known transel
memory implementations with the (explicit-state) modeéater
TLC. This verification involvedTLA™ (7) modules for both the
specification and implementation, and abstracticappingasso-
ciating each of the specification’s variables with an exgimsover
the implementation’s variables.

This effort has several drawbacks: The mapping does natallo
to specify abstraction relations between states, butrathppings
between variables and we therefore used a proof rule thatakev
thanABs-REL. For example, the relatio@|, = cachegp], cannot
be expressed imLA ™. We consequently used an auxiliary queue to
record the order in which events are invoked in the impleatént
and mapped it to Q. AlsarLc can only verify finite instances of
the system, with rather small numbers chosen for memory, size
number of clients, bound on the size pending transactidosAs
of yet, we have no “small number” properties of such systeand,
the positive results could only be served as a sanity cheehcé}
to obtain full mechanical verification we have to use a toalt tk
based on deductive techniques.

Our tool of choice isTLPVS. Since, howeverTLPVS only sup-
ports the model ofFs we formulateoPFsin the Pvs specification
language. We then defined a new theory that usesamms, one
for the abstract system (specification) and another for tnerete
system (implementation), and proved, in a rather straogiveird
manner, that the ruleBs-REL is sound.

We then defined a theory for the queue-like structures used
in both specification and implementation. This theory reepli
in addition to the regular queue operations, the definitibthe
projection () and deletion of projected elements, which, in turn,
required the proofs of several auxiliary lemmas.

Next all the components of bothPFs defining the abstract and
concrete systems were defined. To simplifythevs proofs, some
of the abstract steps were combined. For example, wiepea,
commits a transaction, we combined the steps of interchagngi
events, removing them fron®, and settingspecout to ». This
restricts the set oBpec,’s runs but retains soundness. Formally,
TM C Speg, . implies thatTM C Speg, , whereSpeg, . is the
restricted specification

The abstraction relatioR between concrete and abstract states
was defined as:

rel : RELATION =

(LAMBDA s, s.a:
s.c‘out = s.a'out AND
s.c'mem = s.a' mem AND
s_.c' doormed = s_a‘' dooned AND
FORALL (id:ID):
(NOT s_c‘ dooned(id)) | MPLIES
project(id,sa'Q = sc'caches(id) AND
FORALL (id:1D):
(enpty(s-—c‘caches(id))) | MPLIES
enpty(project(id,sa' Q) AND

Here,s_c is a concrete state argla is an abstract state. The
relation R equates the values afut , mremand doorned in the
two systems. It also states that if the transaction of a tlenot
doomed, then its projection on the abstr@otquals to the concrete
client’s cache, and if the concrete cache is empty then sbeis t
projection of the abstraa® on the client’s current transaction. An
additional invariant, stating that each value read by a dmomed
client is consistent with the memory was also added.

In order to prove thaTM C Speg, , D, andD, of ABS-REL
were instantiated witi’M and Speg, , respectively, and all the
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premises were verified. The proofs may be found in
hitp : //cs.nyu.edu/acsys/tlpvs/tm.html .

8. Conclusion and Future Work

We extended our previous work on a verification framework for
transactional memory implementations against their $jgations,
to accommodate non-transactional memory accesses. Welelso
veloped a methodology for verifying transactional memaonyplie-
mentations based on the theorem provepvs that provides a
framework for verifying parameterized systems againstpienal
specifications. We obtained mechanical verifications ohlbe
soundness of the method and the correctness of an impletinanta
which is based omcc augmented with non-transactional accesses.
Our extension for supporting non-transactional accesses i
based on the assumption that an implementation can detelet su
accesses. We are currently working on weakening this agsamp
We are also planning to study liveness properties of traitssad
memory.
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